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L2- Overview

® History of Internet of things (loT) Expected outcome:

® Merging several domains ® Describe the domains being merged
= Things In loT
= Semantics ® Provide examples of challenges in
= |nternet each of the domains

® \Vhat about? e Establish requirements for multi-
- Security owner service requests of “a thing”
= Privacy ® Analyse security and privacy
= Multi-owner requirements require.ments IN an envisaged

e “How can we tell sensors to speak stenario
Norwegian?”
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Internet of Things aspects

® The Internet of People Things and Services
(loPTS)

- The Internet of Things (loT)
- The Internet of Everything (loE)

® |dentity in the loT
- |ldentity and trust between people
- |ldentity in loT

® Privacy and Security
- Privacy, Context-awareness
- Measurable Security
- Innovation through Measurable Security

® Conclusions
" UNIK
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DNV report 2013, DNV GL report 2014

Technology Outlook 2020 / Transformative
Technologies

® Technology applications in Maritime,
Renewables & Electricity, Health Care, Oil &
Gas and Food & Water industries

= sensors will drive automated data management
= from passive data to automated decisions
= automated decision tools by 2020

® Maritime: «policy driven»
® Health care: «trust» on sensor and mobile
apps
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loT paradigm

* From "Internet of PCs" towards the "Internet of Things" with 50 to 100 billion
devices connected to the Internet by 2020. [CERP-IoT, 03.2010]

» Things have their own identity, communicate with other things and humans
(IoPTS)

o The speed of development
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Principal Objective of the Fl PPP - A Holistic
Global Service Delivery Platform
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Paper analysis:

The Internet of Things

e Paper: L. Atzori et al., The Internet of T
Things: A survey, Comput. Netw. % Ema -

(2010), doi:10.1016/ j.comnet. (o>

2010.05.010
® Create groups of 2-3 people
e Analyse the paper Connectivy
= Read 15 min

Wireless
Sensorsand
Actuators
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= Discuss 20 min ,,,TERN&T
. IPSO (P for £oiiipE Semantic
® Establish aspects of loT, e.g. onec (| el
- techn()k)gies R
. Sm
= Interfaces Sem:r?tic Semantic execution
Middleware environments

= standards

-III

“Internet’-oriented
visions

“Semantic oriented
visions

11 J)
® Present your “top 5
Fig. 1. “Internet of Things” paradigm as a result of the convergence of different visions.
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“Your take on loT”
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Main drivers for loT

Wind farm

Cheap sensors
Wireless connectivity LT e
AppPS

on-time monitoring

Business drivers
® novel services
® Ccosts

e cfficiency

e Smart grid with prosumers
® various control mechanisms
® attack scenarios

® critical infrastructure
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The loT technology and application

domain
Industrial
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ﬁ Apps@Home a
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Examples of future loT applications

\
WESENSEIT

Cimizenw Warten Desesmvaromes

WSI Citizen Observatories

+ Create and deploy

+ A method, an environment and an
Infrastructure

- Supporting an information ecosystem

+ For communities, citizens, and emergency operators/
policymakers

- Where citizens and communities:

« Take on a new role in the information chain of water
related decisions

+ Constantly monitoring water resources to make
sense of and react to sudden changes and/or
emergencies

- Cost reduction by an order of magnitude

- from €10k to €1k, from €1k to €100, from €100 to €20

- Sensors:

- Weather stations, Soil moisture probes, Gauge boards,
Radar sensor flow gauges, Risdrometers ...

UNIK4750, Measurable Security for loT - #loTSec
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Smart Grid Services in the home

® Example: automatic meter reading
(AMR) and -system (AMS)

e Billing
e Alarm (temperature, burglary, fire,

water) 1 = _
: . Smart Meter =
® Health (surveillance of people and &= . 20 Internet
infrastructure) /{::x

= Fridge with open door
= Person who has fallen

® Electricity (monitoring, reducing,
securing supply)

[source: seminarsonly.com]
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Application Example:
Socialtainment (eMobility)

® From Entertainment
Pool

to Socialtainment il a )
® Social mobility - L |
through inclusion of Wstrafﬁc Nl
_ =~ ) ———
soclal networks >?\charging NICTOR
NG » Qordmaw
warning \social
con parking eur

consumption

@ Corporate travel |
@ Corporate cars ,
® Commuting

@ Flights

O Energy&LogislicsinfO

energy

SEILSIC control

maps

® answering the need for CO2

reduction in transport i ¥ 10T
0
o SAP45% (2009) S~ e
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Connected Rail Operations

PASSENGER SECURITY
= |n-station and onboard safety

= Visibility into key events

ROUTE OPTIMIZATION
Enhanced Customer Service

Increased efficiency

Collision avoidance
Fuel savings

CRITICAL SENSING
« Transform “data” to “actionable

intelligence”
Proactive maintenance
Accident avoidance

[Source: Cisco, Mikhail Kader, DSE, Cisco, ITU Workshop on “ICT Security Standardization for Developing Countries”]
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Smart City

CONNECTED TRAFFIC SIGNALS
Reduced congestion

Improved emergency services
response times

Lower fuel usage

PARKING AND LIGHTING
= Increased efficiency

= Power and cost savings
= New revenue opportunities

CITY SERVICES
= Efficient service delivery

« |Increased revenues

« Enhanced environmental
monitoring capabilities

[Source: Cisco, Mikhail Kader, DSE, Cisco, ITU Workshop on “ICT Security Standardization for Developing Countries”]
 UNIK UNIK4750, Measurable Security for loT - #loTSec Jan 2016, Gyorgy Kalman, Josef Noll 15



The Connected Car

WIRELESS ROUTER

= Online entertainment

= Mapping, dynamic re-routing,
safety and security

CONNECTED SENSORS
Transform “data” to “actionable .
intelligence”

Enable proactive maintenance
Collision avoidance
Fuel efficiency

[Source: Cisco, Mikhail Kader, DSE, Cisco, ITU Workshop on “ICT Security Standardization for Developing Countries”]
UNIK4750, Measurable Security for loT - #loTSec
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loT services

Enabled by wide scale data gathering
Monitoring of massive systems

Real-time insight to processes

Observation of systems

Performance measurement and optimisation
Proactive and predictive methods

To serve the automation goals, the services provided must be: scalable, distributed, have a real
reference to the physical world (e.g. time), must ensure security and privacy of the users

Just using existing security solutions is not leading to secure loT deployments
Composed by IT, operations and the loT enabled objects

 UNIK UNIK4750, Measurable Security for loT - #loTSec Jan 2016, Gyorgy Kalman, Josef Noll

17



loT is transforming Industry
Automation as we know it

Centralised intelligence

Traditionally operated as islands by operations

Direct connection with the physical world

Is made for information gathering and processing by machines
Has a lag of approx. 15-20 years (one generation of devices)

Still a current question: collisions on Ethernet, what happens if one has to share infrastructure with
others, how to operate a link with long step-out distance

® Economic press leads to adoption of internet-based services which require a paradigm change

- (=

"'—- 1

-

Mine (Boliden) http://wwwQ7 .abb.com/images/librariesprovider104/Extended-Automation/control-room-consolidation-by-abb.png?sfvrsn=1
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Merging sensors with industrial production

Generating Data and Services

® |[nternet is the infrastructure — sensor,
actuator, controller not on the same physical
network any more

® “dissolves” the automation system in the
internet

® Automation processes run over an unknown

e Network communication gets physical impact

e Automation meets real internet-type
deployment

® Already happening

® The real value of loT: data.
Cloud and big data will enable new services

communication infrastructure AR
N\
Technology Smart
Progress Devices
()eeccscccscccccsccsscssccssscscsncccs ()eeeccccscccssssccsscscssccsssssces ()seeeccccccccssscccscccscsccssssssncccsss o
18th Century 20th Century 70s Today
Industry 1.0 Industry 2.0 Industry 3.0 Industry 4.0
Mechanical production Mass production based on Electronics and IT for Cyber physical production
powered by water the division of labour and a further automization Systems

and steam

powered by electrical energy of production

http://prd.accenture.com/microsites/digital-industry/images/digital/industrial-infographic-large.png
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The Security and Trust Dimension

“Thinas? Source: L. Atzori et al., The
g Internet of Things: A survey,

Oﬂ'e"fed visions Comput. Netw. (2010), doi:

10.1016/ j.comnet.2010.05.010
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Paradigm change for
The Internet of the Real World and loT

® TrUSt related privacy My trust network
-> Representing the user

adequately \‘{%0-9 /ﬁ\ 03 v{&
R %4 09 09"
0.5

e (Connecting to sensors, devices

and services 0.7
-> Provide privacy and ensure
trust relations \ 4 L

R4 Preferences

Context \A:

® An ever increasing complexity in

the digital environment Roles _
-> Hiding the complexity from the Topic
use Identities

Thanks to Vladimir Oleshchuk for
Ideas and discussions
- U I"I | K UNIK4750, Measurable Security for loT - #loTSec - , Gyorgy Kalman, Josef Noll 21




Sociable Internet of Things

® Things" become socially intelligent
e yes, without doubts
e requires new trust model
e measurable security \magine & Wo!
e Growing Internet of Things (IoT) market  but
e broad connectivity

® essential openness of smart
“everything

® security, privacy, dependability

® «\What about me?»

® The Internet of People, Things and
Services (loPTS)
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Internet of People, Things and Services
The IoPTS ecosystem

» Creating business
— openness, competitive
— climate for innovation
* Public authorities
— trust, confidence

Infrastruct

— demand o
Authorities muu’  |oT - Business -
» Consumers demand | Ecosystem iy
— (early) adapters
| Academia
— education \ w“

Entreprene ‘

education
¥ Sensor
' providers,

* |nfrastructure
— broadband, mobile
— competition

ideas
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loT services

Enabled by wide scale data gathering ® TJo serve the automation goals, the services

Monitoring of massive systems provided must be: scalable, distributed, have
a real reference to the phyisical world (e.qg.

Real-time insight to processes . . .
me sty P time), must ensure security and privacy of the

Observation of systems users
Performance measurement and optimization e Just using existing security solutions is not

Proactive and predictive methods leading to secure loT deployments

e Composed by IT, operations and the loT
enabled objects
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Internet of Things

e Heading toward a fully connected
world

® |n a more focused way, in this course
we speak about industrial internet of

things loT World Forum loT Reference Model
® The substantial difference is, that these
systems have a physical dimension e TR R e ¥ )
® (Considered as the next industrial Business Processes) —r
: [ TT— Key Points
revolution Application _al sa] cft— iy
(Reporting, Analytics, Control) oo e & =
e Automation to a new connectivity level e ‘_ =N - Decouping
— (Aggregation and Access) e ' Agility
the internet iIs coming to automation P S Aee milation TTTE + Interoperability
] ] ] (Storage) = 7 " 1 og wgs
® Main challenges: how to join the g & g (5] i oneathiy
physical e aarmaton) — - _ == i etics
and the logical world, how to achieve Connectivity | | g
interoperability in a heterogeneous and e ‘ . B

i i sical Devices 1]
conse rvatlve N d U Stry? :25 Co::t?ollers Intelligent Edge Nodes of all types

(The “Things" in loT)
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Common architecture of loT systems

® Core system consists of
® sensors and devices
® network and communications
® services  ovenay
® ntelligent overlay
e Ability to adjust
® from sensors to services
® Composing security

Network

Sensors,
Embedded Systems
can be
——— composed
s made by Components couldbe gpp C%rlg%onents,

System  p——---—--p and - _ -
functionalities functionalities
N . L
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Create a successful ecosystem

® Demand
: : .y infrastructure:
® mobile/wireless bmad:’
d mo
® autonomy L Business

®“me”, context-/content-aware

® Adaptation o

Public oT -

e infrastructure Avihorties Bl Business
e business environment Ecosystem L
" Academia
¢ trU St research,
® Security, privacy er * cduca

provider -\ 7
— A~ attack

L. security
S " — layer
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L2- Conclusion

® Difference between loT, IoOPTS, IoE  To remember: Ability to

® Domains being addressed ® Describe the domains being merged
= Things In loT
= Semantics ® Provide examples of challenges in
= |nternet each of the domains

® Security and privacy challenges e Establish requirements for multi-
- Security owner service requests of "a thing”
= Privacy ® Analyse security and privacy
= Multi-owner requirements requirements in an envisaged

e Architecture components scenario

® Services and Ecosystem

©UNIK
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