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! “Det er gøy å forstå”  
➡ min vei 

! Kjeller og Norden 
➡ Internett 
➡ Tingenes Internett 
➡ (Cyber-, IoT-)sikkerhet,  
➡ Samfunnssikkerhet og våre globale utfordringer 

! Bærekraftig innovasjon 
➡ digital inkludering 
➡ Return on SDGs (RoSDGs) 

!         “våre utfordringer” - oppsummert 
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“The last time I was connected by wire was at birth” 
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My Background
! ”Traditional German” 

➡ Radio, Communications, Remote Sensing 
➡ Siemens, European Space Agency (ESA) 
➡ Global: Sea surface, snow coverage, soil moisture 
➡ Cycling ”all year”, environment & health 

! From Norway to the World 
➡ Telenor R&D: Group leader 3G/UMTS (Kjeller) 

! ”always online, always connected” 
➡ Internet Pioneer 

! TCP/IP communication protocol 
➡ ”Internet to Africa” (2010)
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Source: Akers Avis Groruddalen, 2013

http://BasicInternet.org
ttps://twitter.com/@Basic4all
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Internet and the Nordics
• 1. Arpanet Connection to Kjeller (June 1973) 
• List_of_Internet_pioneers [Wikipedia] 
–  Yngvar Lundh, Paal Spilling  

• Anwendungsentwicklung 
– .php, OpenSource, Linux, Skype, Spotify 
– OperaSoftware, FAST Search 
– Nokia, Ericsson 
– Telenor, TeliaSonera 

• Mobiles Internet:  
–     GSM 
–       Mobile Anwendungen

4Vint Sigrid
Yngvar Paal 
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The Internet of Things (IoT)
! IoT = 

➡ Things + 
➡ Internet + 
➡ Semantics 

! Things that communicate 
➡ with Things: computer, 
➡ understand the meaning, 
➡ takes own decisions
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Source: L. Atzori et al., The Internet of Things: 
A survey, Comput. Netw. (2010), doi:10.1016/ 

* security 
* privacy 
* dependability 
* context-aware  
* personalised

Things

Internet
Semantics
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Why Semantics?
! Syntax vs. Semantics
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What do the tags mean for the machine?

<Title>Ontological Engineering</Title>  
<Author>Asunción Gómez-Pérez...</Author> 
<Price>$74.95</Price>  
<Product>Book</Product>

Title: Ontological Engineering  
Authors: Asunción Gómez-Pérez... 
Price: $74.95 
Product: Book

E
ng

lis
h

 الاسم>الھندسة فٮعلم التطو ر </الاسم>>
 <<المؤلفّون>آسنسیون غومزـبرز </المؤلفّون
السّعر>$74.95</السّعر>>  
<<الكتاب>المنتج </الكتاب

  الھندسة فٮعلم التطو ر :الاسم
 آسنسیون غومزـبرز :المؤلفّون

 السّعر: $74.95
الكتاب :المنتج

A
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b

Source: Juan Miguel Gomez, University Carlos III de Madrid 
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Why Semantics?
! Conceptual Level
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lunch (.no) lunch (.es)

Source: Juan Miguel Gomez, University Carlos III de Madrid 
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Internet of Things 
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Industry4.0 Smart City/
Future Home Society5.0
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Internet of Things (IoT)
! Interconnected power systems 

➡ measure:  
‣ Voltage,  
‣ Frequency variation 

➡ automatic control 

! Controlling home appliances 
➡ Power consumers: 

‣ heat pump, water heater 
‣ car charger 
‣ washing machine, dish washer 

➡       Convenience & Security
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Addressing the Threat Dimension for IoT
! Hollande (FR), Merkel (DE) had their mobile being 

monitored 
! «and we believe it is not happening in Norway?
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[source: www.rediff.com]
[source: Süddeutsche Zeitung, 
18Dec2014]
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Significance
IoT security challenges 
! Mirai attack 

➡ “security by obscurity” 
➡ different security viewpoint 

! “it is just the beginning” 
➡ 4x increase in capability in 2018
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[Source: https://krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-massive-internet-outage/ ]

16Oct2016

I

https://krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-massive-internet-outage/
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teach our sensors to talk 

Norwegian
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IoT challenges - “programmed to kill”
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https://www.technologyreview.com/s/542626/why-self-driving-cars-must-be-programmed-to-kill/
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Change in Business Models due to IoT
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http://www.scmagazine.com/iot-
security-forcing-business-model-
changes-panel-says/article/448668/ 

http://www.scmagazine.com/iot-security-forcing-business-model-changes-panel-says/article/448668/
http://www.scmagazine.com/iot-security-forcing-business-model-changes-panel-says/article/448668/
http://www.scmagazine.com/iot-security-forcing-business-model-changes-panel-says/article/448668/
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Grand Challenges
! Grand Challenges 

➡ Climate 
➡ Resources (radio, minerals) 

‣ Kobald (East - DR Congo) 
➡ Divide 

! Digitisation 
➡ Mobile Networks 
➡ IoT 
➡ Automation 
➡ … 

!
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“Internet had the ability to 

dismantle the divide. 

Internet failed miserably, th
e 

divide is bigger than ever.” 

Kate Gilmore, Human Rights, UNO
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Challenge 1: Climate
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not today
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Challenge 2: Resources
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Resources: Recycling rates of Metals 

! 30+ elements have 
<1% recycling rate
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Source: HyProS Arena 
Meeting UiO, 6Dec2018
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Challenge 3: Societal Security,  
here: the Digital Divide
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Starting Point:

20

http://BasicInternet.org
ttps://twitter.com/@Basic4all
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Automation will come
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Source: Where Machines 
could replace humans, 
McKinsey 2016
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5G network slicing for  
Free Access to Information for All
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Communication, 
Internet, 
Entertainment

Automation, 
Manufacturing, 
Retail

Autonomous systems
Health/Medical
Alarm, Infrastructure

Information 
(text & pictures) 

Mobile Broadband

Massive IoT

Reliable & ultra-low latency

5G Networking

Software-enabled routing

Free access to information
for all

0 1 0 1
1 0 0 1
0 1 0 0

URLLCmIoT

eMBB
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6G: Digitisation of the Society
! 1G-3G: Speed, flexibility 
! 3G-4G: Service view 
! 5G: Industrial 

➡ Business challenges 
➡ ownership 

! 6G: Societal 
➡ sustainability
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1970 1980 1990 2010

Services & Society

[adapted from Per Hjalmar 
Lehne, Telenor, 2000]

2000 2020

1G

3G

2G

Mobile telephony

Mobile telephony, SMS, 
FAX, Data

Web, Multimedia, 
Communications

Mobile broadband 
services

NMT

GSM

UMTS

4G LTE

....5G
Industrial challenges, 
IoT

6G

2030

Sustainability, SDGs 
Societal challenges
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“Connect the Unconnected”  
Izazi
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Village office

Antenna

Installation time: 1,5 h 
catching the signal from the Vodacom 
tower in Migoli (~10km away)

http://BasicInternet.org
ttps://twitter.com/@Basic4all
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Mbaash (Selela) 
Medical Dispensary

The mobile phone has  
replaced the machete 
(even in places without Mobile Broadband)

http://BasicInternet.org
ttps://twitter.com/@Basic4all
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Oppsummert  
“det er bra å forstå hvordan ting fungerer”
• Teknologiske utviklinger møter globale utfordringer 

➡ Milliarder av sensorer  <=> elektronisk søppel 
➡ Cyber-/IoT-sikkerhet  <=> Trygghet og samfunnssikkerhet 
➡ Automatisering, Industry4.0 <=> Tillit og transparens 

• Digital partnerskap 
➡ “Alle skal ha fri tilgang til informasjon” 
➡ Internett og teknologi til samfunnsstøtte 
➡ Mine/våre data -  privacy labels
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lær sensorer å 

snakke norsk


