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“The last time | was connected by wire was at birth”

® “Det er ggy a forsta”
= min vel

® Kjeller og Norden
= |nternett
= Tingenes Internett

= (Cyber-, loT-)sikkerhet,

= Samfunnssikkerhet og vare globale utfordringer
e Baerekraftig innovasjon

= digital inkludering
eturn on SDGs (RoSDGs)

“vare utfordringer” - oppsummert

loT and Sustainability



My Background

® "Traditional German”

= Radio, Communications, Remote Sensing

= Siemens, European Space Agency (ESA)

= Global: Sea surface, snow coverage, soil moist
= Cycling "all year”, environment & health

® From Norway to the World
= Telenor R&D: Group leader 3G/UMTS (Kjeller)

® "always online, always connected”

= |nternet Pioneer
e TCP/IP communication protocol A t

= "Internet to Africa” (2010) AL
Source: Akers Avis Groruddalen, 2013

@ Basiclnternet.org . @Basic4all About: Basic Internet Foundation Aug2019, Josef Noll


http://BasicInternet.org
ttps://twitter.com/@Basic4all
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Internet and the Nordics

» 1. Arpanet Connection to Kjeller (June 1973)
» List of Internet pioneers [Wikipedia]
- Yngvar Lundh, Paal Spilling
- Anwendungsentwicklung
- .php, OpenSource, Linux, Skype, Spotify
- OperaSoftware, FAST Search
- Nokia, Ericsson
- Telenor, TeliaSonera
» Mobiles Internet:
SN GSM
Mobile Anwendungen

Digital H May2018, Josef Noll
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Why Semantics?

o Syntax VS. Serggn&cﬂ:i "

M Osdligalls 3on e s () saiad Title: Ontological Engineering

F onilbgicals $74.95 : _yasdl e Authors: Asuncion Gomez-Perez...
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= Product: Book
-

<<a¥l /> shill alad dlsigllcan <Title>Ontological Engineering</Title>
3 ¥ <Author>Asuncidén Gbébmez-Pérez...</Author>

Uﬁj}“}‘/> JR RS UJ'; ‘ <u}ﬂ}d =2 <Price>S$74.95</Price>
<< gl />T74 . 9585< yad] <Product>Book</Product>
sl /> G:\..\AJ‘<L.JUSJ‘>>

English

What do the tags mean for the machine?

Source: Juan Miguel Gomez, University Carlos |ll de Madrid

Digital Transformation, loT and Industry4.0 Feb2020, Josef Noll 6
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Why Semantics?

e Conceptual Level

lunch (.no) lunch (.es)

Source: Juan Miguel Gomez, University Carlos |ll de Madrid

Digital Transformation, loT and Industry4.0 Feb2020, Josef Noll !
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Internet of Things

Industry4.0 omart City/ Society5.0

Future Home

Digital Transformation, loT and Industry4.0 Feb2020, Josef Noll 8
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Internet of Things (loT)

® Interconnected power systems

= measure.
» Voltage,
» Frequency variation

= gutomatic control (
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Addressing the Threat Dimension for loT

¢ Hollande (FR), Merkel (DE) had their mobile being
monitored

* «and we believe it is not happening in Norway?
So lasst sich das UMTS-Netz knacken

[source: www.rediff.com]

[source: Suddeutsche Zeitung,
18Dec2014]

fal BALguyenne lasses Mar2019, Josef Noll 10
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Significance 21 Hacked Cameras, DVRs Powered Today’s
Massive Internet Outage 160ct2016

I T .t h II A massive and sustained Internet attack that has caused outages and network
o secu rl y c a e n ges congestion today for a large number of Web sites was launched with the help of hacked

“Internet of Things” (I0T) devices, such as CCTV video cameras and digital video recorders,
O M I ral attaCk new data suggests.

Earlier today cyber criminals began training their attack cannons on Dyn, an Internet

1 - - 7
. SeCU rlty by ObSCU rlty infrastructure company that provides critical technology services to some of the Internet’s
] ] ] ] top destinations. The attack began creating problems for Internet users reaching an array of
- d |ffe re nt SeCU rlty VI eWpO| nt sites, including Twitter, Amazon, Tumblr, Reddit, Spotify and Netflix.

® ‘it is just the beginning” , ’
= 4x Increase In capability in 2018 " ~

Bahamas

Bermud

Cuba :
Meéxico Turks and Caicos

[Source: https.//krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-massive-internet-outage/ |

loT - Societal Changes Mar2019, Josef Noll 11
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HOW ARE WE GOING TO
GET EVERYBODY TO
SPEAK NORWEGIAN

| THERE WILL BE NO PEACE

UNTIL ALL MEN LEARN TO
' UNDERSTAND EACH OTHER

!
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loT challenges - “programmed to Kkill”

Why Self-Driving Cars Must Be Programmed

to Kill

https://www.technologyreview.com/s/542626/why-self-driving-cars-must-be-programmed-to-kill/

Self-driving cars are already cruising the streets. But before
they can become widespread, carmakers must solve an
Impossible ethical dilemma of algorithmic morality.

October 22,2015

Digital Transformation, loT and Industry4.0 Feb2020, Josef Noll 13
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Change in Business Models due to loT

Volvo to 'accept full liability' for crashes with its
driverless cars

SC Magazine > News > loT security forcing business model changes, panel says

http://www.scmagazine.com/iot-

security-forcing-business-model- : :
changes-panel-says/article/448668/ But decide on rules so we can make the dang vehicles

October 22, 2015 -

loT security forcing business model changes,
panel says

Share this article: n m m
{

To secure the Internet of Things and to build trust
with customers, the way that vendors approach
manufacturing, distributing and supporting devices
and solutions must change, a panel of security
pros said Monday at the National Cyber Security
Alllance’s (NCSA's) Cybersecurity Summit held at
Nasdaq.

Teri Robinson. Associate Editor

W Follow @TeriRnNY

“Business models will have to change. We used 1o
build them [products], ship them and forget about
them until we had to service them,” said John Ellis,
founder and managing director of Ellis &
Associates. "We've moved to a new world where
we have to ship and remember.”

M,
.

@ 7

Volvo will "accept full liability” for collisions involving its autonomous vehicles, the company has

S a2 confirmed.
S L= Digital Transformation, loTa e 4

J

13 Oct 2015 at 06:04, OUT-LAW.COM @, e 22



http://www.scmagazine.com/iot-security-forcing-business-model-changes-panel-says/article/448668/
http://www.scmagazine.com/iot-security-forcing-business-model-changes-panel-says/article/448668/
http://www.scmagazine.com/iot-security-forcing-business-model-changes-panel-says/article/448668/
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Grand Challenges

® Grand Challenges
= Climate

= Resources (radio, minerals)
» Kobald (East - DR Congo)
= Divide

e Digitisation
= Mobile Networks
= loT
= Automation

loT and Sustainability Jan2019, Josef Noll 15



Ui0 : Department of Technology Systems

The Faculty of Mathematics and Natural Sciences

Challenge-4: Climate

not today

Digital Transformation, loT and Industry4.0 Feb2020, Josef Noll 16
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Challenge 2: Resources

Digital Transformation, loT and Industry4.0 Feb2020, Josef Noll 17
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Resources: Recycling rates of Metals ' 2

e 30+ elements have
<1% recycling rate

B6

At Rn

Ref T E. Graedel B. Reck. M. Buchert. C. 187 I88 |** 104 1105 1106 (107 1108 1109 1110 1111 1112 1113 1114 1115 (116 (117 118
Hageliiken et al “l;{ecycling’ratesof ' Fr Ra ' Rf Db Sg Sg Hs Mt Ds Rg Uub Uut Uug Uup Uuh Uus Uuc

metals”, United Nations Environment

Programme, (UNEP edits.) 2011 > 50%
I > 25-50% * Lanthanides
> 10-25%
89 |90 |91 |92 (93 |94 |95 |96 |97 |98 |99 (100 {101 |102 |103
1-10% ** Actinides
Ac Th /Pa /U [Np |Pu /Am Cm Bk |Cf |[Es Fm |Md No |Lr

o <1%

Source: HyProS Arena
Meeting UiO, 6Dec2018

Digital Transformation, loT and Industry4.0 Feb2020, Josef Noll 18
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Challenge 3: Societal Security,
here: the Digital Divide

Digital Transformation, loT and Industry4.0 Feb2020, Josef Noll 19



Starting Point: JOSEPH E. STIGLITZ
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NEQUALITY

HOW TODAY'S DIVIDED SOCIETY
ENDANGERS OUR FUTURE

“Digital Inclusion - Internet lite for all”


http://BasicInternet.org
ttps://twitter.com/@Basic4all
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Automation will come

USA work force time spent [%] -  lechnical automation potential 2016 [%]
78 Y%

® Predictable physical work @ Data processing 69 %

® Data collection ® Unpredictable physical workgg o,

© Stakeholder interactions Applying Expertise
Managing others

40 % Source: Where Machines

could replace humans,
McKinsey 2016
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loT and Sustainability Jan2019, Josef Noll 21



Ui0 : Department of Technology Systems

The Faculty of Mathematics and Natural Sciences

5G network slicing for
Free Access to Information for All

Mobile Broadband eM B B
Xireme
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ol '
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Digital Transformation, loT and Industry4.0 Feb2020, Josef Noll 22
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6G: Digitisation of the Society Services & Society

. I F Sustainability, SDGs
o 1G-3G: Speed, flexibility Societal challenges
o 3G-4G: Service view el
| . Industrial challenges,
® 5G: Industrial ol
= Business challenges 4G h Mobile broadband
_ services
= ownership : S
. Web, Multimedia,
® 6G: Socletal 3¢ UMTS Communications
- SUStamab”lty oy Mobile telephony, SMS,
2G FAX, Data
l [adapted from Per Hjalmar  p15bil leph
1G l NMT \ \ Lehne, Telen\or, 2000] \ obile telephony
1970 1980 1990 2000 2010 2020 2030 ’1
Digital Transformation, loT and Industry4.0 Feb2020, Josef Noll 23




“Connect the Unconnected” - BaS|c

e Internei
|zazi | ,,,

”r

ot el

e

_____

y

»,

\Q)'

il ]

STLYE

" .
Sy



http://BasicInternet.org
ttps://twitter.com/@Basic4all

_@ Basiclnternet.org | @Basic4all


http://BasicInternet.org
ttps://twitter.com/@Basic4all
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Oppsummert p—
“det er bra a forsta hvordan ting fungere r”

- Teknologiske utviklinger mgater globale utfordringe @

. . a
= Milliarder av sensorer <=> elektronisk sgppel _ 53“59(8‘ "
= Cyber-/loT-sikkerhet <=> Trygghet og samfunnssikkerhet \2t aKKe “O‘S
= Automatisering, Industry4.0 <=> Tillit og transparens 7w rior s T ———
UNTIL ALL MEN LEARN ' TRUE... GET EVERTBOUY TO

' UNDERSTAND EACH OTHER TRUE... || SPEAK NORWEGIAN 7

- Digital partnerskap
= “Alle skal ha fri tilgang til informasjon”
= |nternett og teknologi til samfunnsstatte
= Mine/vare data - privacy labels

loT and Sustainability vaiizu 19, Josef Noll 26



