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Fra Radio til Samfunnssikkerhet 
- inkludering og deltagelse
➡ ”The German coming to the Nordics”

▪Radio, Communications, Remote Sensing

▪ Siemens, European Space Agency (ESA)

▪ Telenor: 3G development (Kjeller) 


➡ The Nordics & Baltics

▪ Internet to Europe (1973), Pioneers: Vint, Paal, Yngvar

▪ .php, OpenSource, Linux, Skype, Spotify

▪OperaSoftware, FAST Search

▪ Nokia, Ericsson, Telenor, Telia


➡ ”Internet to Africa” (2012)

▪ Basic Internet Foundation (2014)


➡ Digital- and Energy-Equity (2022)

▪ Trust, Digital Transformation and Societal Security
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1992: “Remote Sensing & Climate Change”

1999: 3G System - Mobile Security

2006: 4G & IoT - IoT Security

2015: IMSI catcher 
- mobile espionage

- societal security

2004: Mobile Payment & Authentication

2015: Security in IoT for Smart Grids (IoTSec.no)

2019: Digital Divide & Societal Security

2022: IoT cybersecurity – Graceful degradation and security by design 
https://www.devicechronicle.com/iot-cybersecurity/ 

http://IoTSec.no
https://www.devicechronicle.com/iot-cybersecurity/


Samfunnssikkerhet
3

Digital Transformasjon
Tillit
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Relasjon tillit - digital transformasjon 
og samfunnssikkerhet

4

Societal Security
- income opportunities

- health, education

Digital 
transformation

- inclusive
- ecosystem

Empowered 
and 

Innovative 
Society

Trust
- enhancement
- society based

➡ Global utfordringer 

▪ Klimakrise

▪ Konflikter i Ukraine, Etiopia, Syria,…

▪Materialiser (Litium, Kobalt)

▪ Digital- og energi-skille


➡ Bærekraftig og inkluderende 
framtid - nøkkelen for SDGs

▪ deltagelse i klimaprosesser

▪ omstilling til fornybar
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Morgendagens katastrofe 
dagens kriser, og det vi forventer om 10 år

5

Jan2023

2 years 10 years
1.

10.

5.

https://www.weforum.org/reports/global-risks-report-2023 

Global risks ranked by severity over the short and long term

https://www.weforum.org/reports/global-risks-report-2023
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Globale risikoer og samfunnssikkerhet
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Jan2023

2 years 10 years

Global risks ranked by severity over the short and long term

strømkrise

rasfare

torsken forsvinner

særinteresser

flodbølge (Loen 1936)

samfunnssikkerhet, trygghet

klima kipppunkte

sjønæring

1.

10.

5.

Platform economy & Barentshavet

sjeldne mineraler

migrasjon



Samfunnssikkerhet
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Digital Transformasjon

Tillit
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Digital Transformation
➡ Economic perspective

▪ electrical- and digital-transition

▪ platform economy (AMAMA) vs people

▪ economical perspective of SMEs 


➡ Digitisation & Apps

▪ TikTok and SocialMedia

▪ Hate Speech

▪ Deep Fake

▪ Artificial Intelligence


➡ Ransomware

▪ industrial systems (Mærsk)

▪wind-turbiner


➡ Energy grid

▪ reliable grid

▪ empowered customer vs “income AMAMA”
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https://en.wikipedia.org/wiki/List_of_public_corporations_by_market_capitalization#2022 

impact of digital on the 

societal divide

https://en.wikipedia.org/wiki/List_of_public_corporations_by_market_capitalization#2022


Samfunnssikkerhet
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Digital Transformasjon

Tillit
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Tillit til digitale systemer

➡ TikTok and SocialMedia

▪ profiling 


➡ Hate Speech

➡ Deep Fake

➡ Artificial Intelligence

▪ for whom?


➡ Social empowerment & societal benefit


➡ Trust enhancement

▪ Framework for open AI

▪ Protection of society
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“On the Internet, nobody 
knows you’re a dog”

[New Yorker, 1993]

profiling (TikTok)

“Everyone knows you are a dog”

2023
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Framtidens energiinfrastruktur og 
-kontroll

➡ Digitale Energisystemer

▪ sentralisert vs desentralisert

▪ sentralisert kontroll (tibber…)

▪security, privacy


➡ Energisystemmodellering

▪ fra hjem til bygg til naboskap

▪ naboskapsstrøm

▪ industrielle systemer

▪ Norge, Norden og EU
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battery
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Our grid in 2033?

➡ Massive increase in demand

➡ Distributed renewables

➡ Unpredictable future


➡ Distributed & decentralised

➡ IoT attack & Cybercrime


➡ Knowledge for investment 
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EnerX: Geothermal, New batteries



Samfunnssikkerhet: El-nett
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Digital Transformasjon

Tillit
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Secure the Internet of Things?

➡ Verkada (Mar2021) sw clients; live feed 
of 150 k cameras


➡ WD Digital MyBook - remote factory 
reset


➡ QNAP NAS - hack of QNAP cloud -> 
private homes/SMEs had storage 
encrypted “ransomware”


➡ BotenaGO - Netgear & LinkedIn routers

➡ …. 
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https://en.tempo.co/read/1521083/bssns-website-gets-hacked-cybersecurity-expert-comments
https://en.tempo.co/read/1521083/bssns-website-gets-hacked-cybersecurity-expert-comments
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Conflicts/Emergency

➡ Graceful degradation?
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Security for the Grid

➡Availability

➡Integrity

➡Confidentiality 


➡“homes are hacked”

▪IoT threats

▪Ransomware on  
operations
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Challenges to be addressed

1.Stable, resilient and participatory 
distribution grid 

2.Emergency-prepared grid 

3.Climate preparedness and EnerX

– Heavy wind

– Hydrology: From snow to water

– Land slides (permafrost)
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Grid stability & working areas

A. Cyber- and societal 
security, trust and 
participatory approaches 

B. Digital Twin, models and 
artificial intelligence (AI) 

C. Business & Innovation
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based on Living Labs 
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Distributed Energy System and 
Security Infrastructure (DESSI)
➡ UiO Living Lab

▪ Physical infrastructure (PC, H2, wind)

▪ Digital Twin (Simulator)

▪ ENTRANS scientific database
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Energy and the connected home

➡ Interconnected devices

▪ audio, video

▪ consumer electronics

▪ heating, ventilation

▪ car charging 


➡ Home User

▪ Convenience & Security

▪ Health
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profiling (Tibber, Smartly,…)

“access to my energy data”

“who buys Tibber?”
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ENTRANS scientific database

➡ Unique Scientific database 

▪ high-resolutions electricity data

▪ every 10 s, per fuse

▪ commercial actors (tibber, homely,…)


➡ Outcome

▪ Collaboration: VGS Oslo-Viken 

▪ Research: 

▪ privacy awareness (10 s, 1 min, 15 min, 1 h…)

▪ H2020 unique database

▪ Recommendations: “Nettleiemodell”
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[Source: https://www.elvia.no/nettleie/alt-du-ma-vite-om-ny-nettleie-for-2022/ 

https://www.elvia.no/nettleie/alt-du-ma-vite-om-ny-nettleie-for-2022/
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Oppsummert

➡ Globale utfordringer

▪ Klimakrisen

▪ Krigen i Ukraina, Etiopia, Syria,…

▪Materialier (Kobalt, Litium)

▪ Digital skille (Europe - Afrika)


➡ Samfunnssikkerhet trenger deltagelse

▪ tillit gjennom kunnskap

▪ desentralisert styring og kontroll


▪ “hvor det står .no må det være .no inne”
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Societal Security
- income opportunities

- health, education

Digital 
transformation

- inclusive
- ecosystem

Empowered 
and 

Innovative 
Society

Trust
- enhancement
- society based



Global Perspective
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EU-Africa: 
Energy & Digital & Climate
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96% in dev  
countries

https://www.itu.int/hub/2021/11/facts-and-
figures-2021-2-9-billion-people-still-offline/  

1.2

billion

733

million

679

million

People without electricity
People not using Internet

2010 2020 2030 
(trend)

2.9

billion

2010 2021
2030 

(hope)

4.9

billion

0

billion

WSIS Forum 
2022

https://www.worldbank.org/en/news/press-release/2021/06/07/report-
universal-access-to-sustainable-energy-will-remain-elusive-without-
addressing-inequalities

[WorldBank 2021] [ITU 2010, 2021]

SDG 9c calls for universal, 
affordable internet access by 2020

SDG 7.1 calls for universal 
access to …. energy by 2030

https://www.itu.int/hub/2021/11/facts-and-figures-2021-2-9-billion-people-still-offline/
https://www.itu.int/hub/2021/11/facts-and-figures-2021-2-9-billion-people-still-offline/
https://www.worldbank.org/en/news/press-release/2021/06/07/report-universal-access-to-sustainable-energy-will-remain-elusive-without-addressing-inequalities
https://www.worldbank.org/en/news/press-release/2021/06/07/report-universal-access-to-sustainable-energy-will-remain-elusive-without-addressing-inequalities
https://www.worldbank.org/en/news/press-release/2021/06/07/report-universal-access-to-sustainable-energy-will-remain-elusive-without-addressing-inequalities
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Inequality in Energy & Digital Access
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[Source: Oxfam.org, 2015] [https://webfoundation.org/docs/2022/02/MC_Rwanda_FS_Screen_V1.pdf] 

https://webfoundation.org/docs/2022/02/MC_Rwanda_FS_Screen_V1.pdf

