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= 5@G, 6G, Cyber- og IoT-sikkerhet

= Samfunnssikkerhet og
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Trust in the Society

high trust

Norge 2040 -
tillit som driver known

grounds

status quo

divided
society

redesign &
transformation

https.//www.offentliginnovasjon.no/aktuelt/hvordan-kan-
offentlig-sektor-utvikle-seg-fram-mot-2040/ low trust
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Norway 6.08 -0.77

Luxembourg 6.0/ 0.15
Switzerland 6.05 1.92
Denmark 5.81 4.76
Sweden 5.76 0.48

National Key Performance Indicators
Netherlands .61 0.43

. reland 544 028

Intergenerational Equity

Growth and Development Inclusion

and Sustainability

GDP Labor Median Income Adjusted Dependency
(per capita) Productivity Household Income Gini Net Savings Ratio
Employment Healthy Life Poverty Rate Wealth Public Debt Carbon Intensity
Expectancy Gini (as a share of GDP) of GDP
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Share of people agreeing
“most people can be trusted”

= Norway: #1 on

interpersonal trust 73.73%
B | in 2009

- “dugnad" 1998 2014
- \\kOSII . '

Esteban Ortiz-Ospina and Max Roser
(2016) - "Trust". https://
ourworldindata.org/trust "
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Cyber-, IoT-, Societal Security

Sustainable Development Goals
(SDGs)



Trust for IoT

2 Trains following each other
- wireless!

Wireless Train Coupling
https://www.youtube.com/watch?

v=pMQOCWzOKTI

"Building Trust in the Internet of Things"

SECURITY USABILITY 5

PRIVACY

SCOTT DEMONSTRATOR BOOKLET

SCOTT USE CASE BOOKLET TRUSTABILITY ‘\xv
|

What is SCOTT? «
SCOTT RESULTS .0".

_

Publications
YouTube

SCOTTproject.eu
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Reality: the Threat Dimension for IoT and 6G

= Trusted radio? Hidden radio?
= Will we recognise “hacking” of communications?
= Artificial intelligence on our radio chip

18 Oezember 2014, .8:14 Uhr AohoGren von Handys

So lasst sich das UMTS-Netz knacken

|
L 5
g - - i ] . .

[source: www.rediff.com]

[source: Suddeutsche Zeitung,
18Dec2014]

/we) Hacker zejgerv
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21 Hacked Cameras, DVRs Powered Today’s
Massive Internet Outage 160ct2016

_ A massive and sustained Internet attack that has caused outages and network
I OT Sec u r I ty c h a I I e n g es congestion today for a large number of Web sites was launched with the help of hacked
“Internet of Things” (I10T) devices, such as CCTV video cameras and digital video recorders,

= Mirai attack | .. .
Earlier today cyber criminals began training their attack cannons on Dyn, an Internet
14 . . b infrastructure company that provides critical technology services to some of the Internet’s
= Secu rlty by O bSCU rlty top destinations. The attack began creating problems for Internet users reaching an array of

. . . . sites, including Twitter, Amazon, Tumblr, Reddit, Spotify and Netflix.
= different security viewpoint

new data suggests.

L

= it is just the beginning”
= 4x Increase In capability in 2018

United States

of America
Bahamas

\
Cuba -

México ™SS Yurlcsland Caicos

[Source: https.//krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-massive-internet-outage/ |
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Digital transformation - the game changer

Digital
Transformation

Border
/ S \ protection
Water, Air

Trust ) > Societal Security

loT, Industry 4.0

Inequality

Energy grid/
prices

5 Communication

networks
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| THERE WILL BE No PEACE

UNTIL ALL MEN LEARN ToO
. UNDERSTAND EACH OTHER

—- s ' n g ==Y -y "a e

GET EVERYBODY TO




Who pays if IoT connectivity fails?
h ow to prove ? Tilliten til vare folkevalgte faller

' - T ' - - Folk flest stoler mindre pa Stortinget enn i fjor, viser tillitsbarometeret. Ogsa
Volvo to 'accept full liability’ for crashes with its regjeringen og poltiske partier taper tili
driverless cars

But decide on rules so we can make the dang vehicles

T —
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13 Oct 2015 at 06:04. OUT-LAW.COM 5 O 68

022 @78

Volvo will "accept full liability” for collisions involving its autonomous vehicles, the company has httpS://YVWW'aftenDOSten'nO/norge/pOIItlkk/l/pWJgd 1/
confirmed. tilliten-til-vaare-folkevalgte-faller
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III

The "hew norma

= Growth of Renewables
oesember - = variability
= (Gas prices
318.8 6.9 = war, climate crisis
= Climate Crisis
= unpredictable weather

lvar Husevag Dgskeland,'Anders Kringstad og Eirik Temte Bshhsdalen

Pris akkurat na Paslag

!

= High variation of -
electri city D rices - :m

.....
"
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Resilient Societies

® Resilience to threats

- Pandemics: COVID-19,
- natural disaster
- external threats: terrorism, fake news,

e Self-sustained communities
- Job-creation
- educating, information,
- Dugnad: value creation

® \/alue-based
- “alle er med”

- Trust https://www.esm.europa.eu/today-1430-join-

> Digita| Participati()n iNn the society wel:?irlar-markus-k-brunnermeier-resilient-
society

Markus Brunnermeier, Princeton University

Societal Security in the Digital World Feb2021, Josef Noll 14
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How can we adapt?

Paslag

= Empower the customer
= capability to adapt

= decentralised solutions

= distributed grid

= Upgrade houses

= Neighbour-networks

02.12 - 02.12

87

kKWh
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5GforAll - what have we forgotten?

- )
| 4

= Radio interface: Mobile B®adband

= Large cell, (r‘ om \ .

«low mobility sites ]"'ass've'“\ -

= |ow density rural areas

Reliable & ultra-low Iatency

= Freemium model for access o1 =] / mloT " TEURLLC

_ 1001
(free m ium = free + Fre0e1a0c2:ess to information
pl‘emlum) for all
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1) Fixed-Wireless Access &
autonomous networks

= 69 as backbone/fiber replacement
= 10-100 Mbps for 499-699 NOK/mnd
= 10 Gbit/s for fibre extension

= 5G industry forum 0

- oL
= process industry -
= private network in a public network =

[Source: Telenor.no, May2022]
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JOSEPR E. STIGLITL

WINNER OF THE NOBEL PRIZE IN ECONOMICS

|
PRICE [

NEQUALITY

HOW TODAY'S DIVIDED SOCIETY
ENDANGERS OUR FUTURE

S
CCCCC

who pays
the price?




Oppsummert

“det er bra a forsta hvordan ting fungerer”

Teknologiske utviklinger mgter globale

utfordringer

= Milliarder av sensorer <=> elektronisk sgppel

= Cyber-/IoT-sikkerhet <=> Trygghet og
samfunnssikkerhet

= Automatisering, Industry4.0 <=> Tillit og transparens

Digital partnerskap

= “Alle skal ha fri tilgang til informasjon”
= Internett og teknologi til samfunnsstgtte

;HEFZE WILL BE No PEACE

UNTIL ALL MEN LEARN TO
' UNDERSTAND EACH OTHER

Cybersikkerhet og Samfunnssikkerhet

HOW ARE WE GOING TO
GET EVERYBODY TO
SPEAK NORWEGIAN
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