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Outline

➡ “It’s fantastic to understand” 


➡ Noreg i 2040


➡ 5G, 6G, Cyber- og IoT-sikkerhet


➡ Samfunnssikkerhet og 
Bærekraftsmålene (SDGs)
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“The last time I was connected by wire was at birth” 
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Norge 2040 - 
tillit som driver
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Trust in the Society
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https://www.offentliginnovasjon.no/aktuelt/hvordan-kan-
offentlig-sektor-utvikle-seg-fram-mot-2040/ 

https://www.offentliginnovasjon.no/aktuelt/hvordan-kan-offentlig-sektor-utvikle-seg-fram-mot-2040/
https://www.offentliginnovasjon.no/aktuelt/hvordan-kan-offentlig-sektor-utvikle-seg-fram-mot-2040/
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Inclusive Growth and Development 
Key Performance Indicators

4[World Economic Forum, 2018]



Cybersikkerhet og Samfunnssikkerhet Aug2022, Josef Noll

➡ Norway: #1 on 
interpersonal trust


➡ “dugnad”

➡ “kos”
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Esteban Ortiz-Ospina and Max Roser 
(2016) - "Trust". https://
ourworldindata.org/trust 

Share of people agreeing  
“most people can be trusted”

https://ourworldindata.org/trust
https://ourworldindata.org/trust


Internet of Things (IoT)
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5G (6G)

Cyber-, IoT-, Societal Security

Sustainable Development Goals 
(SDGs)
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Trust for IoT

Wireless Train Coupling 
https://www.youtube.com/watch?
v=pMQ0CWzOKTI 
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SCOTTproject.eu 

2 Trains following each other

- wireless!

https://www.youtube.com/watch?v=pMQ0CWzOKTI
https://www.youtube.com/watch?v=pMQ0CWzOKTI
http://SCOTTproject.eu
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Reality: the Threat Dimension for IoT and 6G
➡ Trusted radio? Hidden radio?

➡ Will we recognise “hacking” of communications?

➡ Artificial intelligence on our radio chip 
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[source: www.rediff.com]

[source: Süddeutsche Zeitung,

18Dec2014]

http://www.rediff.com
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Significance

IoT security challenges

➡ Mirai attack

▪ “security by obscurity”

▪different security viewpoint


➡ “it is just the beginning”

▪4x increase in capability in 2018
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[Source: https://krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-massive-internet-outage/ ]

16Oct2016

Spamming from / of 

 IoT networks

https://krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-massive-internet-outage/
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Digital transformation - the game changer
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Digital 
Transformation

Societal SecurityTrust

Border 
protection

Water, Air

EconomicsHate Speech

Disintegration

Energy grid/
prices

Communication 
networks

IoT, Industry 4.0

Inequality

Divide
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teach our sensors to talk 

Norwegian
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Who pays if IoT connectivity fails? 
how to prove?
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https://www.aftenposten.no/norge/politikk/i/pWJ9d1/
tilliten-til-vaare-folkevalgte-faller 

https://www.aftenposten.no/norge/politikk/i/pWJ9d1/tilliten-til-vaare-folkevalgte-faller
https://www.aftenposten.no/norge/politikk/i/pWJ9d1/tilliten-til-vaare-folkevalgte-faller
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The “new normal”
➡ Growth of Renewables

▪variability

➡ Gas prices

▪war, climate crisis 

➡ Climate Crisis

▪unpredictable weather


➡ High variation of 
electricity prices
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Resilient Societies
! Resilience to threats 


‣ Pandemics: COVID-19,

‣ natural disaster

‣ external threats: terrorism, fake news,  


! Self-sustained communities

‣ job-creation

‣ educating, information,

‣ Dugnad: value creation


! Value-based 

‣ “alle er med”

‣ Trust


➡       > Digital Participation in the society
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Markus Brunnermeier, Princeton University

https://www.esm.europa.eu/today-1430-join-
webinar-markus-k-brunnermeier-resilient-
society 

https://www.esm.europa.eu/today-1430-join-webinar-markus-k-brunnermeier-resilient-society
https://www.esm.europa.eu/today-1430-join-webinar-markus-k-brunnermeier-resilient-society
https://www.esm.europa.eu/today-1430-join-webinar-markus-k-brunnermeier-resilient-society
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How can we adapt?

➡ Empower the customer

▪capability to adapt 

▪decentralised solutions

▪distributed grid

➡ Upgrade houses

➡ Neighbour-networks 
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5GforAll - what have we forgotten?
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➡ Radio interface: 

▪Large cell,  

▪ low mobility sites 

▪ low density rural areas


➡ Freemium model for access  
(freemium = free + 
premium)
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1) Fixed-Wireless Access & 
autonomous networks

➡ 6g as backbone/fiber replacement

▪10-100 Mbps for 499-699 NOK/mnd

▪10 Gbit/s for fibre extension


➡ 5G industry forum

▪process industry

▪private network in a public network
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[Source: Telenor.no, May2022]

My assumptions 

for 6G
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who pays 
the price?
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Oppsummert 
“det er bra å forstå hvordan ting fungerer”

• Teknologiske utviklinger møter globale 
utfordringer


➡ Milliarder av sensorer  <=> elektronisk søppel

➡ Cyber-/IoT-sikkerhet  <=> Trygghet og 

samfunnssikkerhet

➡ Automatisering, Industry4.0 <=> Tillit og transparens


• Digital partnerskap

▪ “Alle skal ha fri tilgang til informasjon”

▪ Internett og teknologi til samfunnsstøtte
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lær sensorer å 

snakke norsk


